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In 2022, the healthcare industry remained altered by 

the effects of the pandemic and The Great Resignation, 

resulting in nursing turnover, ongoing staffing 

shortages, increased remote and hybrid work, financial 

pressures, and a high level of “mega mergers” that 

signal a “transformative period in American healthcare.”  

Through all of the change and upheaval, one thing that 

remained constant was the challenge of protecting 

patient data from breaches. 

Senate Select Committee on Intelligence Chairman 

Mark R. Warner published a policy paper in November, 

“Cybersecurity is Patient Safety”, detailing current 

cybersecurity threats facing healthcare providers 

and systems with the aim of improving cybersecurity 

across the industry. The paper states, “When it comes 

to cyberattacks affecting patient care, the question is 

no longer a matter of if or when, but how often and 

how catastrophic the consequences.”

Ransomware gangs redoubled their efforts in targeting 

the healthcare sector in 2022. Reasons abound, such 

as healthcare organizations’ vast amount of valuable 

patient data; typically widely-dispersed IT footprint; 

large and difficult-to-manage EHR systems (with 

huge files for X-ray and CAT scan images that can be 

cumbersome to back up); willingness to pay ransoms to 

recover PHI because it’s essential for operation; hackers’ 

perception that hospitals and health systems are short 

on cybersecurity resources and their exploitation of 

the heavy workload on healthcare employees due to 

the staffing crisis. 

We believe the volume and impact of healthcare data 

breaches continue to be underreported overall and 

underrepresented to the public. This retrospective 

report examines the extent of all known health data 

breaches in 2022, going beyond those that are reported 

to the government to provide the most complete picture 

possible — though gaps in detection and reporting 

mean the true impact of incidents is likely even greater. 

The analysis also explores preventative actions in the 

hopes of enabling healthcare organizations to take 

more effective, proactive postures going forward. 

Introduction Overview of 2022 Findings
Our analysis is based on 956 health data breaches reported 
to HHS, the media, or some other sources such as state 
regulators during 2022 (Figure 1). As in past years, details on 
the number of records affected were not available for each 
incident, but for the 740 incidents where at least partial 
numbers were known, 59,664,152 patients were impacted 
(Figure 2). Readers should refer to the Methodology section 
at the end of this report for detailed information on how 
data was coded and compiled, but it should be understood 
that the Breach Barometer uses a coding system different 
from that used by HHS in its breach reporting tool. The 
coding system for this report distinguishes healthcare 
employee events from external actor incidents, and it 
encompasses incidents involving health-related or medical 
information about U.S. residents or citizens — whether 
or not it impacts a HIPAA-covered entity. Additionally, 
whereas the HHS breach portal may show multiple entities 
reporting the same incident, the Breach Barometer counts 
those multiple reports as a single new incident. 

Year over year, the number of breaches reported 
increased only 5% in 2022: there were 956 reported in 
2022, compared to 905 in 2021 (Figure 3). However, the 
number of patient records affected in 2022 was up 18% 
over 2021, when a total of 50,406,838 patient records were 
compromised (and up 46% over 2020) in 700 incidents 
where this measure of breach impact was known. It 
is important to note that the total volume of patients 
impacted cannot be known until investigations have been 
completed, and the true number is undoubtedly higher.

2022 Largest New Health Data Breaches Reported by Month

Month Organization Type Type of Breach # Affected Patient Records

January Provider Hack 1,351,431

February Business Associate Hack 521,046

March Misc Insider Error 1,800,000

April Provider Hack 510,574

May Business Associate Ransomware 2,000,000

June Provider Hack 1,243,031

July Business Associate Ransomware 4,112,892

August Provider & BA Insider Error 1,362,296

September Provider Ransomware 500,000

October Health Plan Hack 637,999

November Business Associate Hack 2,216,365

December Provider Hack 612,000
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Figure 4.  
Types of entities that reported or disclosed incidents, 2022 health data breaches

Figure 2.  
Total breached patient records, 2016-2022 health data breaches

Figure 3.  
Total incidents, 2016-2022 health data breaches

Figure 5.  Largest new incidents by month, 2022 health data breaches 

Figure 1.  
Total known incidents, 2022 health data breaches by month

https://www.kaufmanhall.com/insights/research-report/2022-ma-review-regaining-momentum
https://www.warner.senate.gov/public/index.cfm/2022/11/warner-releases-policy-options-paper-addressing-cybersecurity-in-the-health-care-sector
https://www.healthcareinfosecurity.com/ransomware-wielding-criminals-increasingly-hit-healthcare-a-20669
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The Single Largest Breach
The single largest new breach reported in 2022 (Figure 5) 
was the result of a hacking incident involving the mailing 
and printing Business Associate of at least 34 healthcare 
insurance carriers and healthcare services providers. The 
Hartland, Wis.-based Business Associate announced the 
ransomware attack of its systems in July. The cybersecurity 
incident affected as many as 4,112,892 individuals who 
were patients of the 34+ healthcare firms. An investigation 
into the breach revealed hackers had compromised the 
third-party vendor’s servers on April 27, 2022 and gained 
unauthorized access to personally identifiable information 

(PII) from its healthcare customers stored on its systems. 
The attackers accessed information including names, 
addresses, birth dates, dates of service, description of 
service, diagnosis codes, information provided as part 
of a health assessment, member ID, and in at least one 
case, Social Security number. The Business Associate 
learned they could not identify which specific files the 
cybercriminals viewed on its system and advised affected 
individuals to take measures to protect their identities. 

 

Insider Incidents Continue to Account  
for More than 1 in 10 Healthcare Breaches
In this analysis, each insider incident is classified as either 
insider error or insider wrongdoing. The former includes 
accidents and human error, whereas insider wrongdoing 
includes employee theft of information, snooping in 
patient files, and otherwise intentionally violating the law 
or organizational policy.

With 113 new insider incidents recorded throughout the 
year (Figure 6), insiders were responsible for 12% of the total 
number of healthcare breaches in 2022. The number of 
breaches categorized as insider incidents was virtually the 
same as in 2021 at 111 and remained in line with the pre-
pandemic volume reported in 2019, when there were 110. 

While our analysis shows a steady volume of insider-
related incidents, it is necessary to bear in mind that insider 
incidents that occurred throughout the year may have yet 
to be reported for various reasons including: they have not 
yet been discovered; they have been discovered but law 
enforcement action has delayed notification; or the affected 
entity is not aware of or adhering to reporting obligations.

As we’ve said before, controlling for the human element is 
an ever-present challenge; it was found to be a key driver in 
82% of data breaches reported globally to Verizon in 2022. 
And we’d be remiss not to mention that insider events are the 
gateway for many ransomware attacks. Social engineering 
through widespread, highly effective techniques such as 
phishing and malware initially gets threat actors in the 
door where they can further wreak havoc. Therefore we 
believe insider behavior is vastly underrepresented in 
breach reporting — for example, if a healthcare employee 
is tricked into clicking a malicious link in a phishing email 
which allows hackers to seize millions of patient records, 
the incident will be reported as a ransomware attack but it 
couldn’t have happened without insider error.

Protecting PHI and adhering to regulatory compliance are 
commonplace in healthcare organizations and make up 
the majority of the breach notifications reported. But not 
all access violations are regulatory in nature. All too often 
hospital organizations fail to look at the bigger picture 
impacting unauthorized access to PHI in the form of 

workforce policy violations that may still put an organization 
and its patients at risk, even if not regulatory in nature. For 
this reason, the number of patient record breaches that 
actually occurred could be considerably greater.

As such, we conclude that the overall number of patient 
records compromised by insider incidents in this analysis 
does not fully capture how many were actually breached 
by insiders during the year. Just 87 of the year’s 113 new 
insider incidents had available information on the number 
of records affected. That portion of insider incidents still 
did extensive damage, compromising a combined total 
of 7,403,813 patient records, or 12% of all patient records 
breached throughout the year (Figure 7). On average, each 
insider incident during the year exposed more than 65,520 
records. 

Of the insider incidents reported in 2022, 66 were caused 
by insider error, and 47 were caused by insider wrongdoing. 
The 52 insider error incidents for which the data was 
available compromised a total of 6,647,317 patient records. 
The record count skyrocketed by 141% from 2021, when 
2,747,043 patient records were compromised by 74 incidents 
of insider error. This is due in part to a major long-running 
breach (and HIPAA violation) that was first discovered in 
2022. The breach was caused by the use of web site analytic 
tracking scripts that exposed the healthcare information of 
millions of patients. After the problem was first revealed 
by a study reported by The Markup, covered entities and 
Business Associates began to report how many patients 
may have had their PHI transmitted to Meta or other 
entities that should not have received PHI. Protenus and 
DataBreaches have coded these reports as “Insider Error” 
incidents on the premise that there was no intention to be 
disclosing PHI via trackers. We expect that there will also 
be significant reports of this kind in 2023. In response to 
this incident, HHS issued guidance on the “Use of Online 
Tracking Technologies by HIPAA Covered Entities and 
Business Associates”.

On the other hand, the number of patient records 
compromised by insider wrongdoing fell 30% year over 
year. Partial or complete numbers were available for 74% of 
the 47 insider wrongdoing incidents, which affected 150,325 
records in 2022, compared to 309,031 compromised by 37 
insider wrongdoing cases in 2021.
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Figure 6.  
Total insider-related incidents, 2016-2022 health data breaches

Figure 7.  
Number of breached patient records by insiders, 2016-2022 health data breaches

Insider error compromised over 
6.6M patient records in 2022, up 
141% year over year

https://www.verizon.com/business/resources/reports/2022-data-breach-investigations-report-healthcare.pdf
https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-websites
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
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Hacking Incidents Climb for 7th Consecutive Year
With a total of 712 newly disclosed and unique hacking 
incidents occurring throughout the year, 2022 marked 
the seventh consecutive year that hacking incidents rose 
(Figure 8). Hacking incidents, which include ransomware/
malware incidents, phishing/email incidents, or other kinds 
of attacks by external actors, accounted for approximately 
75% of all reports compiled by DataBreaches and Protenus 
in 2022, and accounted for 51,395,517 patient records 
breached in total — or 72,185 per incident, on average. This 
category represents 86% of all breached records during the 
year, illustrating the enormous damage that hackers cause.

 
 
When examining the frequency of hacks throughout the 
year, it was found that they were disclosed at a fairly steady 
pace, with at least 130 hacking incidents being reported 
each quarter (Figure 9). The first quarter had the highest 
number of hacking-related incidents at 204, however, the 
197 incidents in the third quarter affected 10 million more 
records than Q1’s incidents (Figure 10).

Newly released data on 2022 cyberattack trends shows 
healthcare continues to be one of the most targeted sectors: 
“Looking back at cyberattacks for the healthcare sector 
in 2022, healthcare organizations in the U.S. suffered an 
average of 1,410 weekly cyberattacks per organization, 
which is 86% higher than the number we saw in 2021, with 
the healthcare sector ranking second out of all sectors for 
the most cyberattacks in the U.S.”

Ransomware attacks remain a major threat, and in 2022 the 
HHS was busy publishing analyst notes and threat briefs 
to help entities defend themselves against cyberattacks 
and ransomware groups, including information on trends, 
vulnerabilities, and specific groups of threat actors like 
LockBit, BlackCat, and others. Top ransomware attack 
vectors include phishing, “active scanning” in which 
cybercriminals search for known vulnerabilities in software, 
and “credential access”, stealing usernames and passwords. 
The commonly used tactic of encrypting files cripples the 
healthcare organization as they are operating blind with 
no access to patient records, although some of criminal 
groups are occasionally not encrypting systems but simply 
exfiltrating files and then demanding a fee not to publish 
the data.  

While on paper it appeared that ransomware payments 
were trending downward as more organizations did 
not pay, it does not mean the number of attacks are 
waning. According to Rebecca Moody, head of data 
research at cybersecurity research firm Comparitech, 
“accurately gauging ransomware attack trends continues 
to be complicated by the fact that so many incidents never 
publicly come to light.” In 2022, we observed a shift in how 
covered entities or victims reported ransomware attacks. 
As these attacks are increasingly called a “security incident” 
or “cyberattack”, public disclosures therefore do not give us 
a real sense of how many ransomware attacks there were 
against healthcare entities last year, in how many cases PHI 
was encrypted and/or services were disrupted, and in how 
many cases entities paid ransom. 

 
 
 

Lack of information in government-mandated breach 
notifications appears to be a problematic nationwide 
trend — two-thirds of all data breach notices in 2022 didn’t 
disclose enough details on causes and potential risk to help 
victims better protect themselves, according to an annual 
data breach report released by the Identity Theft Resource 
Center, a non-profit organization focusing on identity 
crime. Says IDTRC CEO Eva Velasquez, “The result of 
these trends is less reliable data that impairs the ability of 
individuals, businesses and government officials to make 
informed decisions about the risk of a data compromise and 
the actions to take in the aftermath of one.”

Hackers’ tools and tactics are constantly changing, requiring 
healthcare IT to stay on top of thorough risk assessments 
and provide effective, ongoing employee training especially 
considering the upward trend of merger and acquisition 
activity in the industry. Delivering targeted, on-the-
spot education when healthcare employees improperly 
access patient data is 95% effective in preventing future 
misuse, and robust cybersecurity training can help protect 
employees from falling victim to social engineering, 
phishing attempts, and other ransomware attack vectors. 
Investing in automation and artificial intelligence can 
empower healthcare organizations to take a proactive 
stance on protecting patient data by enabling real-time 
intervention and targeted education. IBM recently reported 
the cost of a healthcare data breach reached $10.1 million 
in 2022, but found that organizations with a fully deployed 
AI and automation program saved over $3 million because 
they could identify and contain a breach nearly a month 
faster than those that didn’t. Even a partially deployed AI 
and automation program helped organizations weather a 
breach better than those without. 
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Total hacking incidents, 2016-2022 health data breaches

Figure 10.  
Patient records breached by hacking, 2022 health data breaches

Figure 9.  
Total hacking incidents reported by quarter, 2022 health data breaches 

https://blog.checkpoint.com/2023/01/05/38-increase-in-2022-global-cyberattacks/
https://www.hhs.gov/about/agencies/asa/ocio/hc3/products/index.html#threat-briefs
https://coinedition.com/ransomware-revenue-falls-by-40-as-majority-of-victims-refuse-to-pay/
https://coinedition.com/ransomware-revenue-falls-by-40-as-majority-of-victims-refuse-to-pay/
https://www.healthcareinfosecurity.com/cybersecurity-stigma-more-victims-avoid-saying-ransomware-a-20573
https://www.healthcareinfosecurity.com/cybersecurity-stigma-more-victims-avoid-saying-ransomware-a-20573
https://www.idtheftcenter.org/wp-content/uploads/2023/01/ITRC_2022-Data-Breach-Report_Final.pdf
https://www.idtheftcenter.org/wp-content/uploads/2023/01/ITRC_2022-Data-Breach-Report_Final.pdf
https://www.protenus.com/news/intervention-95-percent-effective-reducing-healthcare-unauthorized-access
https://www.ibm.com/reports/data-breach
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This section was researched and written by the author and publisher of DataBreaches.net 
who provides data and statistical analyses to Protenus for the Breach Barometer report.

Ransom notes frequently claim there’s nothing personal 
about the attack on the victim, that it’s “just business” and 
the motive is solely financial. For groups that may be state-
sponsored actors, any ransom payment may only be icing on 
the cake, but are many gangs just in it for the money? And 
how do they choose their healthcare organization targets?

DataBreaches recently reached out to five ransomware 
gangs to ask them about selecting targets in the medical 
sector. Two top-tier ransomware groups responded to our 
questions. By prior agreement, we are not naming which 
group said what, but their responses were quite similar on 
important points. 

 
Our first question attempted to address motivation.

Why do you pick targets in the medical sector (you can pick more than one answer):

 (a)  Medical entities are more likely to pay ransom to decrypt

 (b)  Medical entities are more likely to pay ransom to delete patient data

 (c)  Medical entities may be very easy to access via their third-party vendors

 (d)  Medical entities store research and intellectual property that we can sell for high profit

 (e)  Other (explain)

 “Group 1,” which has encrypted data in some cases and just exfiltrated it in others, picked (b). 

 “Group 2,” which has also encrypted patient data in some cases and just exfiltrated it in others, chose both (a) and (b)  
 as their answers. 

Our second question asked about whether, or how, these groups  
researched their victims in advance as part of choosing them as targets:

How much — and how — do you research a medical target before attacking them?

 (a)  We don’t research them other than considering access

 (b)  We look up revenues on DnB or Zoominfo or some other resource

 (c)  We try to read news reports to find info we can leverage for pressure to pay

 (d)  Other (explain)

 “Group 1” selected (b) and (c) and added, “also, we have our own decision-making mechanism based on all factors  
 listed above plus several statistics and probability research we do ourselves through the breach process.”

 “Group 2” answered (b). Both groups’ answers were  consistent with a report by cybersecurity firm Group-IB on how  
 ransomware groups find victims. 

Exclusive Interview with Two Top-Tier Ransomware Groups  
On Why & How They Select Medical Sector Targets

Our third question asked whether the hacking groups capitalize on news events. During the pandemic, groups may have used 
the situation as a way to pressure victims. Currently, a nurses strike in a major metropolitan area had us wondering whether 
threat actors might specifically target hospitals in that area because of the stress they were already under. Our last, and open-
ended, question asked:

News headlines indicate nurses are going on strike in a major city. Does that information 
make you more likely to hit a hospital in that city or is it irrelevant or a deterrent? Is there 
ever anything in the mainstream news that might influence your decision to attack a medical 
entity? If so, like what? 

Group 1 answered, “We are not interested in targets being already attacked or being crypted already. Headlines don’t 
affect our attacks at all, we make our decisions before those headlines emerge.” 

Group 2 answered similarly, “We are not interested in the news BEFORE the attack. As you know, strikes can start after 
our attacks (high load on medical staff).”

These are just two of many groups, but they are two of the top five. Based on DataBreaches’ reporting on ransomware 
groups and previous interviews we’ve done with them, we believe that at least some of the bigger and more successful 
groups — including groups that are no longer active (like REvil, Conti, and Maze) — would agree with the statements 
from Groups 1 and 2. 

Implications for Victims

So what are the implications for victims or those who find themselves considering negotiating with attackers? If it’s 
“just business,” appeals to altruism will likely not work, although negotiators may let you think they’re being kind by 
reducing their ransom demands. As a Group 2 spokesperson once told DataBreaches, if a victim responds promptly 
and offers to pay 50% of a ransom demand within two to three days, most groups would likely accept that. Unlike some 
other groups that warn victims about using a recovery company or professional negotiator service, Group 2 actually 
prefers to deal with a recovery company because they know what to expect, have BTC readily available, and pay quickly. 

At times, DataBreaches has asked various groups about whether they have any ethical concerns about hitting the 
medical sector. None have expressed any remorse unless someone accidentally hit an unintended target. 

As one group’s spokesperson told DataBreaches, they don’t have regrets but are careful. “If an attack can potentially 
lead to human casualties, we refuse,” they stated, adding that they are also careful not to hit critical care systems. But as 
to appeals for non-profit status? Their comments indicated although the organizations might be non-profit, executive 
leadership and board members (even going so far as to include doctors) receive very high salaries, concluding, “If 
medicine cares more about profit, then why should we think differently?”

Special Section 

http://DataBreaches.net
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Business Associates Responsible  
for 29,478,169 Records Breached
The number of breached records involving a Business 
Associate (BA) or third-party jumped nearly 30% year over 
year to 29,478,169. BAs were involved in 188 of reported 
incidents in 2022 — approximately 20% of all new and 
unique breaches reported for the year (Figure 11). BA-related 
incidents accounted for 49% of all breached records for the 
year, up from 42% in 2021.

Of the breaches involving BAs, the majority — 134 incidents, 
or 71% — were a result of hacking. In the past few years, 70-
75% of Business Associate breaches in the healthcare sector 
that we’ve recorded involved hacking-related incidents. The 
message couldn’t be clearer — threat actors love easy access 
and supply chain attacks. If a health system or covered 
entity is well-secured but its Business Associate is not, 
cybercriminals will attack the Business Associate to access 
the PHI jackpot. A Business Associate handling scores of 
patient records for many smaller hospitals or health systems 
(who aren’t worth attacking individually because they 

can’t pay the huge ransoms) essentially becomes one-stop 
shopping. Regulatory attorney Paul Hales of the Hales Law 
Group says, “The reason Business Associate data breaches 
have skyrocketed is a simple numbers game. Criminals 
know that one successful Business Associate attack yields 
PHI from hundreds of covered entities. In a sense, BAs 
are just couriers. Covered entities are the real targets.” As 
important as it is for healthcare organizations to have their 
own security defenses in place, these organizations must 
also thoroughly vet their Business Associates to mitigate 
risk of a supply chain attack. 

It’s not just cyberattacks from the perimeter that hospitals, 
health systems, and Business Associates need to monitor. 
The second biggest cause of BA-related incidents was 
insider behavior, with 27 insider-error incidents and four 
insider-wrongdoing incidents. Ransomware gangs continue 
to employ insider threat actors to carry out their nefarious 
plans. An example is the ransomware-as-a-service model, 
where insiders are recruited to provide access to vulnerable 
networks for a cut of the ransom payment. Covered entities 
must ensure they and their vendors have technology in place 
to immediately identify any improper access to patient data 
regardless of the breach source.

Even with nearly 30 million patient records affected by BA-
involved incidents in 2022, that number is undoubtedly a 
significant underestimate as we did not have full reports for 
many of these incidents. Moreover, the average BA-involved 
incident affected far more individuals than other kinds of 
breaches, with an average of 156,799 records compromised 
per incident. Keep in mind, however, that the number of 
patient records affected varies greatly from incident to 
incident, with the year’s largest breach affecting 4.1 million.

Other Types of Breaches
Aside from hacking and insider incidents, there were also 
28 theft-related breaches in 2022. Information was available 
for 25 of those incidents involving theft, and together, 
they affected 462,918 patient records — a big jump from 
the 110,655 patient records affected in 2021. There were 
14 identified incidents of lost or missing records, and this 
category of incidents potentially exposed the information 
of 20,306 individuals. 

While most of the breaches included in this report involved 
digital data, we did not neglect to compile data from 
breaches involving other formats. For 2022, there were 45 
incidents involving paper records, and 43 of those which 
had the relevant data affected 284,823 patients.

Finally, there were 86 incidents that could not be categorized due to insufficient information. In the 80 uncategorized 
incidents for which we had partial or full numbers available, a total of 381,598 records were affected. 

 

Breaches Left Undiscovered for Average of 96 Days
When examining all incidents with relevant data in 2022, on 
average, 96 days passed between the time a breach occurred 
to the time it was discovered (for BA-involved incidents, 
the “discovery date” is defined as the date that the third-
party first discovered the breach — not the date that they 
first informed the covered entity about it). This represents 
a decrease of nearly 27% from 2021, when the average time 
to discovery was 132 days. The average time from breach 
to discovery is important to point out because it gives an 
indication of how long patient data can be misused before 
organizations even realize it has been exposed and take 
remedial action. The median time it took to discover a 
breach was just 14 days, but it should be noted that there 
were a wide range of time frames for discovery throughout 
the year. The shortest time to discovery was one day, and 
the longest was more than a decade. 

Once a breach was discovered in 2022, the average time that 
elapsed before it was disclosed to HHS, the media, or other 
sources was 117 days, using the arithmetic mean. In 2022 
the time between discovery and reporting was virtually the 
same, at 118 days. 

The median disclosure time — which, unlike the mean, 
is not skewed by exceptionally large or small windows of 

time — was 79.5 days for incidents identified in 2022. While 
this calculation includes entities not covered by HIPAA, it 
suggests that healthcare organizations are trying to adhere 
to HHS’ required 60-day reporting window. However, 
alternative definitions of “discovery date” provide a way 
around that concrete number. While entities may hold off on 
notification until they understand more about an incident in 
question, it keeps patients in the dark at a critical time when 
they should be taking steps to protect themselves.  Perhaps 
the most troubling statistic to consider is the median number 
of days from a breach to disclosure: 154 days. 
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Figure 11.  
BA/third-party involvement, 2022 health data breaches

Figure 12.  
Type of incidents, 2022 health data breaches
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Figure 13.  
Average number of days from breach to discovery, 2022 health data breaches

https://www.bankinfosecurity.com/tally-analysis-a-20898
https://www.healthcareinfosecurity.com/beware-your-medical-partners-suppliers-breaches-up-102-a-20613
https://www.healthcareinfosecurity.com/beware-your-medical-partners-suppliers-breaches-up-102-a-20613
https://blog.protenus.com/malware-healthcare-business-associates-risk
https://www.emsisoft.com/en/blog/41140/how-to-protect-the-network-from-insider-threats/
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It’s important to note that the dataset for this analysis 
varies greatly from month to month, and data on disclosure 
timeframe wasn’t available for every incident that occurred 
in 2022. More importantly, we remind readers that in many 
cases, bad actors advertise their attacks and leak PHI within 
weeks while the victim entity remains quiet. Actual first 
disclosure of a breach is often fairly early if we were to use 
the date that bad actors or the media first made a breach 
public.  The problem we see is that the data have been made 
public but the entity has not disclosed at all or warned 
patients whose data are now publicly available. Statistical 
analysis of gaps does not address that concern.

State Frequency 
Our analyses determined that 49 states (98%) were affected by data breaches in 2022 (Figure 15). Only one state did not have 
any reported breaches: Alaska. Texas had the highest number of unique incidents with 104, followed by California with 83 
and New York with 80. Note that as in past years, each BA breach was assigned to the state in which the BA is headquartered, 
rather than the client’s state. Therefore, Figure 15 shows the frequency where disclosed breaches originated, leading to an 
underestimate of how many reports and records were involved for each state.
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Figure 14.  
Avg. no. of days from discovery to reporting to HHS, 2022 health data breaches

Conclusion
In 2022, healthcare saw hacking and Business Associate 
incidents continue to create havoc while insider error 
involving tracking analytics compromised millions of 
records and prompted the HHS to release new guidelines on 
online tracking technologies. Healthcare’s ever-increasing 
reliance on technology and critical need for thousands of 
workers to access massive volumes of patient data every 
day will drive these trends and make patient information all 
that more vulnerable. 

The number of patient records compromised in data 
breaches is up 46% from just two years ago; hacking 
remains the biggest factor. Threat actors will continue to 
hone their cyberattack vectors and find new ways to violate 
healthcare’s inadequate, scattered breach defenses, possibly 
finding deeper success in recruiting burned-out healthcare 
staff to grant them insider access. 

An independent Proofpoint study showed that healthcare 
cyberattacks greatly disrupt care in the form of “delays in 
procedures and tests that have resulted in poor outcomes, 

longer length of stay, increase in patients transferred or 
diverted to other facilities, increase in complications from 
medical procedures and an increase in mortality rate”, with 
ransomware being the most likely to cause harm. Protecting 
the delivery of care and driving the safest patient outcomes 
are the ultimate responsibility of healthcare organizations. 
Kelvin Coleman, executive director of the National Cyber 
Security Alliance advises, “Healthcare and public health 
facilities should also be vigilant about upgrading and 
updating their legacy hardware and software; ensuring that 
all connected devices and applications have multi-factor 
authentication enabled; and that employees know how to 
identify and avoid malicious email links and attachments 
from possible phishing scams targeting their workforce.” 
Prioritizing investment in modern safeguards offering 
real-time breach detection and prevention by monitoring 
every single access to patient data every day over outdated, 
report-based legacy systems is the only way to better protect 
patients and mitigate risk organization-wide.

About Protenus
The Protenus healthcare compliance analytics platform 
harnesses the power of artificial intelligence to audit every 
access to patient records for the nation’s leading health 
systems, providing healthcare leaders full insight into how 
health data is being used, and alerting privacy, security, and 
compliance teams to inappropriate activity. Protenus helps 
our partner hospitals transition from a reactive posture 
to a proactive posture that focuses on risk reduction and 
prevention, better protecting their data, their patients, 
and their institutions. We are committed to innovation, 
determined to reduce risk, and focused on supporting 

our community of employees, customers, and ultimately, 
patients. Empowering healthcare to eliminate risk is at the 
heart of all we do. Protenus was awarded Best in KLAS 2023 
for both patient privacy monitoring and drug diversion 
surveillance solutions, is a three-time winner of Forbes’ 
Best Startup Employers, named one of 2021 CBInsights 
Digital Health 150, named one of The Best Places to 
Work in Healthcare by Modern Healthcare and one of 
the Best Places to Work in Baltimore by the Baltimore 
Business Journal and the Baltimore Sun. Learn more at  
protenus.com and follow us on Twitter @Protenus.

About DataBreaches.Net
DataBreaches.net is a website devoted to reporting on data 
security breaches, their impact, and legislative developments 
relevant to protecting consumer and patient information. In 
addition to providing news aggregation from global sources, 

the site also features original investigative reporting and 
commentary by the site’s owner, a healthcare professional 
and privacy advocate who writes pseudonymously as 
“Dissent.”

https://www.proofpoint.com/us/resources/threat-reports/cyber-insecurity-healthcare-cost-and-impact-patient-safety-and-care
https://www.ciodive.com/news/legacy-tech-privacy-security-healthcare-cvs/595822/
https://blog.protenus.com/why-one-health-system-traded-its-legacy-tool-for-advanced-privacy-monitoring
http://Protenus.com
https://twitter.com/Protenus
https://www.databreaches.net/
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Methodology

The purpose of this section is to explain decisions that were used to guide the analyses. Incidents included in the analyses for this report were 
compiled for Protenus by DataBreaches.net, with additional research and analyses provided by Protenus.

Incidents were compiled and analyzed for Protenus, LLC by DataBreaches.net, with additional material and analyses provided by Protenus, LLC.

Sources

Incidents were included in our analyses if they involved health-related or medical information about U.S. residents or citizens and if the incident was 
first disclosed between January 1, 2022 and December 31, 2022. The collection of reports stopped on January 8, 2023. Data for December is somewhat 
incomplete as HHS had not finished adding December incidents. 

As in our past reports, not all entities included in our analyses are medical entities or HIPAA-covered entities. While our analyses include incidents 
that appear on the U.S. Department of Health & Human Services public breach list, other sources included:

• Incidents reported to state regulators when such reports could be found online. For 2022, not all state attorneys’ general breach sites were 
updated for the whole year. Where state sites were used, the numbers reported were often specific to the state and not any grand total for an 
incident. As examples, for incidents found on Texas and Maryland’s sites, numbers reported were only for residents of those states. As one result, 
for many incidents we have small and incomplete numbers that underestimate the true scope of an incident. 

• Incidents based on investigative journalism by DataBreaches.net that may not have been reported to federal or state regulators. These 
incidents include verified data leaks discovered by researchers as well as confirmed breaches by threat actors that were not or had not yet 
been disclosed to regulators.

Coding of Incidents

The Breach Barometer uses a coding system different than that used by HHS in its breach tool:

• HHS codes some incidents as “unauthorized access/disclosure.” Their category could include incidents of insider wrongdoing/snooping, but 
it could also include external threat actors or just misconfigured databases that expose information.  Protenus’s coding system distinguishes 
insider/employee events from external actor incidents and includes misconfiguration-based exposures or leaks as Insider-Errors.  Because no 
additional information could be found on some incidents on HHS’s breach tool that had been reported as “Unauthorized access/Disclosure,” 
those incidents were coded as “Unknown” in Protenus’s coding system. 

• HHS’s category “Hacking/IT Incident” could mean an external hack, but it could also mean any other type of IT incident that might not involve 
an external threat actor. The Breach Barometer uses the “Hack” category for external threat actors, and where known, we provide additional data 
on whether the attack involved email (as in phishing) or extortion (as in ransomware) demands. If neither category appeared appropriate or we 
had insufficient information, the incident was tabulated under an “other hacks” subcategory.   

In 2022, we observed a shift in how covered entities or victims reported ransomware attacks. We saw a growing number of breach notifications 
reporting a “data security incident” that would sound like a ransomware incident but never used the term “ransomware” or “ransom.”  If we could not 
find evidence from other sources that the incidents definitely were ransomware attacks, those incidents were conservatively coded as “other hacks.”   

As Protenus has done in the past, in the event of a breach involving a vendor or Business Associate, we counted that as (only) one incident, even 
when there were dozens of covered entities reporting the incident to patients or regulators. Thus, what HHS may count as 7 reports, and what other 
analyses may report as 7 incidents, the Breach Barometer counts as 7 reports but only 1 new incident.  

In 2022, there were some big breaches involving attacks on Business Associates or vendors, but the Breach Barometer underestimates the true 
magnitude of some incidents because:

• Not all affected entities name or even note a Business Associate or vendor in their breach reports to HHS or the public; and
• When some Business Associates report incidents to regulators, they may not specify how many covered entities or clients are included in their 

report, which also leaves us wondering whether their reported numbers include numbers reported directly by some of their clients.

“Insider-Error” and “Insider-Wrongdoing” 

Human error and employee error contributes to a significant percentage of incidents, but not all incidents are coded as “insider-error.” Situations in 
which there was a misconfiguration of a database that exposed it to public view, mail merge errors by external vendors, and the always-classic failure 

to use the BCC: field instead of the CC: field would all be considered “insider-errors’’ in Protenus’s coding system. In 2022, one major type of insider 
error involved the use of tracking analytics that, unknown to many covered entities, were sending protected health information of patients to Meta 
or other platforms.  

Who Reports Incidents?

HHS’s public breach tool contains a field that indicates what type of covered entity reported the incident in their records – either a provider, a Business 
Associate, a clearinghouse, or a health insurance plan.  But of confusion resulting from their earlier reporting system, HHS added a field to their 
reporting form to make clear that even if a provider was filing the report, a Business Associate was involved. Unfortunately for researchers, the form 
doesn’t reveal the name of the Business Associate or vendor, making it hard to connect different reports to the same third party.  

The Breach Barometer includes some statistics on who reports incidents to HHS or other regulators, but because not all incidents in our analyses 
involve HIPAA, our data includes reports by businesses or other miscellaneous entities like government agencies. In some cases, businesses that might 
not appear to be HIPAA-covered entities reported incidents involving health insurance or medical information on their employees. In those cases, we 
coded the entity as a Health Plan for purposes of our analyses. In reality, we believe that there were many more of these businesses reporting employee 
health or health insurance-related breaches than are included for the year. 

In addition to the other challenges in finding and tabulating information on what types of entities reported breaches, we remind readers that what 
type of entity reported the breach or incident is often not the same as how we first found out about an incident, where our first report or awareness 
may be from threat actors’ claims or researchers’ discoveries. 

Calculating Gap to Discovery and Gap to Reporting

How long did it take for breaches to be discovered, and how long did it take for breaches to get reported or disclosed publicly? The inclusion of 
numerous third-party incidents resulted in the decision that for purposes of determining time intervals for “date of the breach to date of discovery” 
and “date of discovery to date of the public report,” we would define the “discovery date” as the date that the reporting party first discovered the breach, 
which means the date that their vendor notified them. That date would start any 60-day reporting clock for HIPAA-covered entities. 

Using the date that the covered entity or party first learned of the breach and not the date that their vendor first learned of the breach is a change from 
previous years, which limits the ability to compare gap data in 2022 to previous years. 

In calculating time intervals between the date of a breach and the date of its public report, we defined the date of the public report as the date that the 
entity reported the incident to HHS or a regulator, sent letters to affected patients or members, or issued a press release. If patients were notified by 
letter before regulators were notified, the date of the letters was used as the date of reporting. 

As in past years, if we only knew the month or year the breach first occurred, we used the first day of the month or year in our calculations.   

Largest New Report of the Month vs. Largest New Incident of the Month

Although the largest new report in any month is the most unstable statistic, we have included it in our report.  For some months, however, the largest 
report for a month might be a report related to a previously disclosed incident where more reports have come in over time and we have indicated that, too.

State Data

For state frequency data, if a Business Associate or vendor was responsible for the breach, we entered one report into the state frequency counter for 
the first entity that disclosed the breach, but we did not enter all of the covered entities’ states that month or in subsequent months. Thus, the state 
frequency map is not a frequency map for all reports but a frequency map of the first report of new incidents. 

For Further Information on Methodology

Any inquiries about the data collection or analyses should be directed to marketing@protenus.com.

Disclaimer

This report is made available for educational purposes only and “as-is.” Although we have tried to provide accurate information, as new information 
or details become available, any findings or opinions in this paper may change. Despite our diligent efforts, we remain convinced that the breaches we 
find out about publicly are only the tip of a large iceberg.

https://www.databreaches.net/
mailto:marketing%40protenus.com?subject=

